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When	you’re	using	a	computer,	the	Domain	Name	System	(DNS)	lets	your	devices	connect	to	the	Internet.	On	a	Windows	computer,	you	can	use	the	“Control	Panel”	to	change	the	DNS	server.	Apple	computers	usually	use	their	own	DNS	servers.	Android	and	iOS	devices	usually	use	the	same	DNS	server	as	your	router.	What	is	a	DNS	server?	A	DNS
server	is	a	program	that	stores	the	domain	name	system	(DNS)	records	for	a	particular	network.	DNS	is	a	hierarchical	naming	system	used	by	computers	to	locate	websites	and	other	resources	on	the	internet.	When	you	type	in	the	domain	name	of	a	website,	your	computer	contacts	your	DNS	server	to	retrieve	the	IP	address	for	that	website.
Similarly,	when	you	want	to	access	a	resource	on	the	internet	using	an	IP	address	instead	of	its	domain	name,	your	computer	contacts	your	DNS	server	to	find	the	appropriate	record	for	that	IP	address.	How	do	I	change	the	DNS	server	on	my	Windows,	MacBook,	Android,	iOS	and	routers?	If	you’re	looking	to	change	your	DNS	server	on	a	Windows,
MacBook,	Android,	iOS	or	router,	there	are	a	few	different	ways	to	go	about	it.	Here’s	how	to	do	it	on	each	platform:	Windows:	Open	Control	Panel	and	click	on	Network	and	Internet.	Under	the	heading	“Network	Connections,”	right-click	on	the	connection	you	want	to	change	and	select	Properties.	In	the	Properties	window,	click	on	the	Properties
button	next	to	the	“DNS”	tab.	In	the	“DNS”	dialog	box,	scroll	down	to	the	“Server	Address”	field	and	enter	the	new	DNS	server	address.	Click	OK	to	close	the	Properties	window.	Macintosh:	Open	System	Preferences	and	select	Network.	Under	the	heading	“Network	Connections,”	click	on	the	connection	you	want	to	change	and	select	Properties.	In
the	Property	window	that	opens,	click	on	the	Advanced	button	and	then	in	the	TCP/IP	section	of	the	resulting	dialog	box,	enter	the	new	DNS	server	address.	Click	OK	to	close	the	Property	window.	Android:	Open	Settings	and	select	Network	settings.	Underneath	“Wi-Fi,”	find	your	current	network	and	tap	on	it	once.	On	the	resulting	screen,	scroll
down	until	you	see	“IP	Address.”	Tap	on	What	are	the	benefits	of	changing	your	DNS	server?	On	a	personal	level,	if	you	own	a	computer	or	smartphone,	changing	your	DNS	server	can	improve	security	and	privacy.	For	example,	using	Google’s	public	DNS	servers	instead	of	your	ISP’s	DNS	servers	can	protect	you	from	tracking	by	advertisers	and
spyware	vendors.	On	a	business	level,	it’s	important	to	switch	to	a	different	DNS	server	if	your	company	has	an	internal	network	and	its	employees	are	using	outside	sources	for	their	internet	browsing	(like	at	work).	By	default,	many	routers	use	the	DNS	servers	provided	by	your	ISP,	which	can	lead	to	problems	when	those	servers	are	blocked	or
congested.	In	this	article,	we’ll	show	you	how	to	change	your	DNS	server	on	Windows,	macOS,	Android	devices	and	iOS	devices.	How	to	Change	Your	DNS	Server	on	Windows:	1)	Open	the	Start	menu	and	type	“cmd”	into	the	search	bar.	When	cmd	appears	in	the	results,	right-click	on	it	and	select	“Run	as	administrator.”	2)	At	the	command	prompt,
type	“ipconfig	/dns”	and	hit	Enter.	You’ll	see	a	list	of	current	IP	addresses	and	their	corresponding	DNS	servers.	3)	To	change	your	DNS	server,	type	in	the	new	address	How	to	change	the	DNS	server	on	Windows	If	you’re	having	trouble	connecting	to	certain	websites,	it	might	be	because	your	computer	is	using	the	wrong	DNS	server.	To	change	your
DNS	server,	follow	these	steps:	1.	Open	the	Control	Panel	by	clicking	on	Start,	then	Control	Panel.	2.	Under	Network	and	Internet,	click	on	Network	and	Sharing	Center.	3.	In	the	left	column,	under	Connections,	right-click	on	your	current	connection	(WiFi	or	Ethernet)	and	select	Properties.	4.	On	the	General	tab,	under	DNS	Servers,	click	on	Change
(or	add)	a	DNS	Server	or	Add	an	Existing	DNS	Server.	5.	In	the	Address	field,	type	the	IP	address	of	the	DNS	server	you	want	to	use	(for	example,	8.8.8.8).	6.	In	the	Port	field,	type	53	(the	default	port	for	most	DNS	servers).	Click	on	OK	to	save	your	changes.	7.	Restart	your	computer	if	prompted	to	do	so.	How	to	change	the	DNS	server	on	macOS	If
you’re	having	trouble	connecting	to	a	website	or	experiencing	intermittent	issues	with	your	internet	connection,	it	might	be	time	to	change	your	DNS	server.	To	change	your	DNS	server	on	macOS,	open	System	Preferences	and	select	the	Network	icon.	From	the	list	of	options	on	the	left,	select	“Advanced”	and	then	click	on	the	“DNS”	button.	In	the
“DNS	Servers”	pane	that	opens,	click	on	the	“+”	button	next	to	the	“Default	DNS	Server”	entry	and	enter	the	new	DNS	server	address	into	the	text	box.	Click	on	“OK”	to	save	your	changes	and	restart	your	macOS	computer	for	them	to	take	effect.	If	you’re	having	trouble	connecting	to	a	website	or	experiencing	intermittent	issues	with	your	internet
connection,	it	might	be	time	to	change	your	DNS	server.	To	change	your	DNS	server	on	Windows,	open	Command	Prompt	(located	in	Windows	10),	type	dnslookup	[website]	and	press	Enter.	You	can	also	try	using	one	of	the	following	methods:	–	On	a	desktop	PC:	Open	Control	Panel	>	Network	and	Internet	>	Change	adapter	settings	>	Right-click	on
the	network	adapter	you	want	to	How	to	change	the	DNS	server	on	Android	Android	devices	use	the	built-in	DNS	server	by	default.	To	change	the	DNS	server	on	Android,	open	the	Settings	app	and	select	Network	&	Internet.	Under	“Network	settings,”	tap	the	“DNS”	option.	Tap	the	“Server”	tab	and	select	a	new	DNS	server.	For	more	information,
see	Change	your	Android	device’s	DNS	server.	Windows	10,	8.1,	8,	7,	Vista	and	XP	users	can	change	their	DNS	server	by	following	these	steps:	Open	the	Control	Panel.	Under	Programs,	click	Windows	Update.	In	the	left	pane,	under	Available	updates,	click	Change	settings	for	your	computer.	In	the	right	pane,	under	Download	updates	from	Microsoft
Update,	click	Change	settings	for	your	computer	(advanced).	Click	Use	a	different	default	server	(recommended).	Type	in	the	IP	address	or	hostname	of	your	new	DNS	server	and	click	OK.	Mac	users	can	change	their	DNS	server	by	following	these	steps:	Open	System	Preferences	>	Network	>	System	Preferences	(or	open	Apple	menu	>	System
Preferences	>	Network	>	System	Preferences).	Click	Advanced	>	TCP/IP:	In	the	“DNS	Servers”	section,	type	in	the	IP	address	or	hostname	of	your	new	DNS	server	and	click	OK.	iOS	users	can	How	to	change	the	DNS	server	on	routers	Changing	the	DNS	server	on	a	router	can	be	useful	for	a	number	of	reasons.	For	example,	if	you	are	having	trouble
connecting	to	a	certain	website	or	if	you	want	to	switch	to	a	different	DNS	server	for	better	performance.	There	are	a	few	different	ways	to	change	the	DNS	server	on	a	router.	This	guide	will	walk	you	through	each	option	and	explain	why	you	might	choose	one	over	the	other.	Change	the	DNS	Server	in	the	Router’s	Settings	The	easiest	way	to	change
the	DNS	server	on	most	routers	is	to	go	into	the	router’s	settings	and	select	the	“DNS”	tab.	There,	you	will	see	a	list	of	available	DNS	servers.	You	can	then	click	on	the	one	you	want	to	use	and	enter	the	new	IP	address	or	hostname	for	the	DNS	server.	If	you	are	using	an	older	router,	it	may	not	have	this	feature	built-in.	In	that	case,	you	will	need	to
purchase	an	additional	DNS	module	from	your	router	manufacturer	or	find	another	alternative	method	of	changing	the	DNS	server.	NicoElNino,	Getty	Images/iStockphotoDNS	stands	for	Domain	Name	Service,	and	it's	at	the	heart	of	the	internet.	DNS	makes	it	such	that	you	don't	have	to	type	an	IP	address	to	get	where	you	want	to	go.	Without	DNS,
instead	of	just	typing,	say,	"Google"	into	your	browser,	you'd	have	to	remember	an	address	like	142.251.16.100.	In	other	words,	DNS	makes	the	internet	user-friendly.	Your	desktop,	laptop,	tablet,	and	even	phone	require	DNS	to	function	properly.	Just	about	everything	you	do	on	your	connected	devices	begins	with	a	DNS	query.	So,	when	searching	in
your	web	browser's	address	bar	or	from	just	about	any	app	on	your	mobile	device,	DNS	is	at	work.	The	problem	is	that	standard	DNS	isn't	secure,	meaning	all	your	queries	are	sent	over	the	network	as	plain	text.	Why	is	that	a	problem?	Let's	say	you're	on	a	public	network	(like	a	coffee	shop),	and	you	start	searching	for	sundry	things	on	your	Android
device.	If	someone	else	is	on	the	same	network	and	has	the	skills,	they	could	intercept	your	search	queries	and	know	exactly	what	you're	looking	for.	That	may	be	innocuous,	or	it	could	be	harmful.	Either	way,	why	take	a	chance?		Also:	The	high	price	of	free	Wi-Fi:	Never	connect	to	insecure	networksThat's	where	Private	DNS	Mode	comes	into	play.
Once	you	enable	this	feature,	all	of	your	DNS	queries	are	encrypted,	so	any	bad	actors	wouldn't	be	able	to	view	them	(even	if	they	capture	those	packets).	In	other	words,	Private	DNS	Mode	should	be	an	absolute	must	for	anyone	who	values	their	privacy	and	security.But	how	do	you	enable	Private	DNS	Mode	on	Android?	It's	actually	pretty	simple.	Let
me	show	you	how.Also:	Why	you	should	be	using	Secure	DNS	on	your	ChromebookRequirementsThe	only	thing	you	need	to	enable	Private	DNS	Mode	is	an	Android	device	running	at	least	Version	9	of	the	operating	system	(which	was	released	in	2018).	So	pretty	much	every	modern	Android	phone	is	capable	of	enabling	the	feature.Open	the	Settings
app	(either	from	the	Notification	Shade	or	the	App	Drawer)	and	then	tap	Network	&	internet.You'll	find	the	entry	for	Private	DNS	near	the	bottom	of	the	Network	&	internet	window	(Figure	1).	Figure	1:	The	Private	DNS	entry	is	in	the	Network	&	Internet	section	of	the	Settings	app.	Image:	Jack	Wallen3.	Add	a	provider	that	offers	secure	DNSThis	is
where	it	can	get	a	bit	tricky.	You	need	to	have	the	address	of	a	provider	that	offers	Private	DNS.	One	such	provider	is	Cloudflare,	and	its	Private	DNS	server	address	is:1dot1dot1dot1dot1.cloudflare-dns.comSome	other	possible	hostnames	you	can	use:Google	DNS:	dns.googleQuad9:	dns.quad9.netCleanbrowsing	DNS:	security-filter-
dns.cleanbrowsing.orgWhen	you	tap	Private	DNS,	a	new	pop-up	will	appear.	Tap	Private	DNS	Provider	Hostname	(Figure	2),	and	then	type	the	hostname	for	the	DNS	provider	of	your	choice.		Figure	2:	Adding	a	Private	DNS	provider	for	Android.	Image:	Jack	WallenTap	Save	to	save	the	new	setting	and	close	the	Settings	app.And	that's	all	there	is	to	it.
Once	you've	enabled	Private	DNS	on	Android,	you	can	be	sure	all	of	your	DNS	queries	are	encrypted.	Enjoy	that	added	privacy	and	security.
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